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Abstract. This article discusses the main components of information 
security systems and information security incident management. The 
methods of non-signature, as well as signature analysis of rules and 
decision-making that are used in such systems are considered. The 
analysis of existing methods of correlation rules. The main types of 
each method have been identified. 
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I. INTRODUCTION 

With an ever increasing amounts of information being 
processed in various information and communication systems 
in the first place come the availability of the tool with which it 
was possible to analyze events in real time. Because of the vast 
amounts of data to be processed is difficult to focus on the 
important aspects of information security company [6]. One 
solution is to use a Security information and event management 
system (SIEM) [1]. Base SIEM system is that data security 
incidents collected from various sources and the result of their 
treatment is given in a single report, which facilitates handling 
the incident and the decision to reduce the residual risk and 
losses [8]. The system SIEM consists of two segments - 
Segment Information Security Management (SIM), which is 
responsible for analyzing data to improve system efficiency 
and segment management of security incidents (SEM), with 
total media chooses the one with which incidents can be 
detected immediately [2].  

Today SIEM system is one of the most common tools of 
analysis of information security incidents, so essential to 
clearly and correctly determine the rules by which your system 
will determine which event is incident and which - the result of 
the normal operation of the system, process or user. This article 
will discuss and analyze the main types of correlation method 
in SIEM systems and identify the basic methods that may be 
optimal for use in the design phase of SIEM systems. 

II. CORRELATION OF EVENTS IN SIEM SYSTEMS 

An information security event is an identified case of 
system or network status that indicates a potential breach of 
information security policy or security failure, or a previously 
unknown situation that may be material to the security policy.  

An information security incident is a single event or a series 
of unwanted and unanticipated information security events that 
could result in business information being compromised and 
information security threats. 

SIEM is a software solution that collects and analyzes data 
from many sources. The SIEM system collects data from 
network devices, servers, network event logs, antivirus 
software, firewalls, and other information security incident 
management systems, such as Data Leak Prevention (DLP) and 
Intrusion Detection System/ Intrusion Prevention System 
(IDS/IPS) [3]. SIEM stores, normalizes, applies to data that 
will be obtained from sources in previous stages, analytics that 
help identify events and information security incidents. 

In practice, the circuit is implemented using the appropriate 
components[4]: 

1. Agents (collecting data from various sources); 
2. Collector servers (accumulation of information 

received from agents); 
3. Database server (information storage); 
4. Correlation Server (information analysis). 
Correlation methods are used to more effectively process 

data and identify events in the information and 
telecommunication system as incidents of information security. 

The correlation rules in SIEM systems are created using the 
following algorithm: 

1. The target for which correlation will be performed is 
selected. 

2. Information security events and conditions are selected. 
3. The sequence of events is adjusted. 
4. Specifies the time interval during which the event should 

occur. 
5. A new rule is established. 
There are two types of correlation methods in SIEM. The 

first type includes methods called signatures. These methods 
can be adjusted by the system user. The second type includes 
non-signatures, that is, those that independently detect security 
incidents and ensure their fixation and processing, which is 
used in most SIEMs. 

There are many non-signature analysis methods. Usually 
the following methods are used in practice [6]: 

1. Statistical - a method that essentially uses measurements 
of two or more variables and defines a statistical relationship 
between them. 

2. A rule-based or template-based method is a method used 
to determine the cause-and-effect relationship of a rule that has 
been previously defined by administrators. 

3. Graph-based method - correlation is performed by 
finding the dependence between the network components and 
plotting it as a graph. If component dependency was found, 
then the graph is used to find the events that caused this 
information security incident. 

4. Neural Network Based Method - Correlation occurs by 
teaching neural networks to distinguish between information 
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security events and incidents and to perform certain actions that 
should minimize or even eliminate the risks to the system. 

5. Codebook-based Method - Correlation occurs using 
vectors that fit from a predefined event matrix. 

Despite the variety of non-signature methods, there is no 
way to overcome their major drawback. As non-signature 
correlation methods are developed and implemented by SIEM 
system vendors, the end-user is unable to make changes to their 
implementation, leading to a greater shift away from non-
signature methods toward signature ones. 

Signature methods are more flexible and effective for use in 
modern software implementations than non-signature methods 
[4]. The following notation is introduced to explain the 
operation of the signature methods: 

1. P - problem, incident. 
2. C - cause. 
3. S - symptom. 
An outline diagram of incident detection is shown in Fig. 1. 
 

  
 

Figure 1. Diagram of information security incident detection 
 
Signature methods are based on determining the criticality 

of an incident. There are two methods of determining it - 
quantitative and probabilistic. The quantitative method takes 
into account the number of symptom-cause-problem 
relationships. In the probabilistic method, each link is exposed 
to the likelihood of this symptom. Based on the sum of the 
corresponding probabilities, the criticality of the incident is 
exhibited [6]. 

The idea behind the signature method is to find matches 
with predefined correlation rules, each designed to identify and 
counteract a particular information security event, but several 
different rules can be triggered for each information security 
incident. 

The rule includes a trigger that has a condition, a counter, 
and scenarios that describe the system's response to an 
information security incident. 

The counter is used to calculate matches according to the 
same correlation rule. The trigger is waiting for one of the 
conditions to be enforced to enforce one of the predefined 
rules. And after a certain period of time (resetting the session), 
the trigger returns to zero until the next condition. 

III. CONCLUSION 

Thus, the analysis identified the main methods that can be 
used to correlate rules in SIEM systems, which in turn allow 
for a more accurate and effective analysis and counteraction to 
information security incidents that occur in information and 
telecommunication systems and can lead to significant system 
damage. 

It has also been identified that the use of SIEM systems 
results in reduced response time to information security 
incidents and consequently lowers the economic costs that an 
individual business or government may incur. All that has been 
said, leads to the fact that the use of SIEM systems with 
signature methods of defining correlation rules and responding 
to them, increases the controllability of information security 
systems. 
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