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Abstract. All the means of safety of the container environments 
are analyzed. There are generalized practical problems of 
using intrusion detection and prevention software, isolated 
application launch. Among them is emphasised functionality of 
this software. Emphasis is placed on the difficulties of 
implementing the privileged function. These difficulties lead to 
a decrease in the efficiency of its usage and, as a consequence, 
to the safety of container environments. 

Keywords: container, container security, intrusion prevention 
system, intrusion detection system, docker. 

I. INTRODUCTION AND PROBLEM STATEMENT 

Every year there is a growth of the information technology 
market. This determines the ways of developing container 
environments. While one of the important aspects of their 
usage is security. In particular, with the help of intrusion 
detection and prevention software, for example [1-2]: Snort, 
Suricata, Bro, Ossec, Prelude. The practical application of this 
software is limited by the difficulty of adapting their settings to 
ensure the safety of container environments. The following 
restriction also applies to isolated launch of applications, such 
as [3]: Seccomp, Apparmor, Selinux. 

On the one hand, it is important to ensure the security of 
container environments by using intrusion detection and 
prevention software; isolated application launch. On the other 
hand, in practice it is easier said than done.  

II. PROBLEM SOLUTION AND RESULTS  

The security of container environments through the usage 
of intrusion detection and prevention software involves the 
following issues: 

 the similarity of models of information collection 
systems with each other and their disadvantages; 

 the presence of a large number of false positive results 
in the detection of intrusions; 

 software architecture limitations to detect and prevent 
intrusion while using in container environments [4]; 

 lack of effective means of automated analysis and 
visualization of information about incidents of 
information security; 

 low efficiency and limited usage of software to detect 
and prevent intrusion in a container environment [5]; 

 the complexity of automated isolation of intrusion 
features by detection software [6]. 

Among them, one of the most significant problems is the 
limited software architecture for detecting and preventing 
intrusion in container environments [7]. As a consequence, 
their efficiency and safety in the container environment is 
reduced. 

III. CONCLUSIONS  

Therefore, the usage of intrusion detection and prevention 
software, isolated application launches for security in container 
environments is complicated to do in practice because of 
different  architectural features. First of all, this is due to their 
limited functionality, in particular, when using the privileged 
function. Restrictions lead to a decrease in the efficiency of the 
specified software and, as a consequence, the difficulty of 
ensuring the security of container environments. 
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