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Abstract. Here are considered some aspects on the 
comprehensive information security system development of 
any information system of civil purposes, which manages the 
critical infrastructure or process in a relevant field, or control 
systems for special purposes. The basis for the functioning of 
these systems is information, and because of it the issue of 
protection is paramount in their functioning. The questions on 
the choice of general security policy in them, the choice of 
methods for identification and authentication, authentication 
of documents, circulating them. This will conceptually define 
the future of information security records they elaborate. 
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I.  INTRODUCTION AND PROBLEM STATEMENT 

Large-scale application of information systems (IS) in 
various sectors of society, including commercial activities, 
management of critical infrastructure facilities or systems of 
state management, military (air traffic control systems, 
automated control systems of nuclear power plants, and 
command and control facilities and other commercial systems) 
requires solving the issue of information security in them [1]. 
Information security in the IS aims to prevent access by 
unauthorized persons and various technical devices to 
electronic resources (data banks and knowledge banks) and 
information circulating in the system, for its copying, 
destruction or distortion. Access to information held in the IS 
by strangers can cause large economic losses and 
environmental and technological disasters, and therefore, to 
prevent these phenomena should develop robust information 
security system in IC for various purposes. Therefore, the 
proposed review of certain aspects to develop a comprehensive 
information security system (CISS) IS has particular relevance 
to the developer, the formation of different accounting systems 
to protect information that they have developed [2].  

II. PROBLEM SOLUTION AND RESULTS 

The issue regarding the IS Security Policy different 
function is only possible through an integrated approach to 
sustainable use of software and hardware (software, hardware) 
protection and relevant information (including designation 

system) organizational and technical measures to be 
implemented in the CISS of a system [1-5]. 

The organizational measures directed staff to work with the 
relevant IS (organization of physical protection, responsibility 
for implementation of personnel protection, the monitoring of 
performance, protection measures) [3]. 

Technical (engineering) measures aimed at reducing the 
dangers caused by external factors influence the operation of 
the IS (natural disasters, man-made phenomenon, means fire 
destruction, etc.), providing the required level of survivability 
of the system and eliminate certain threats to information 
security through the use of different information security 
controls and security situation. 

Software and hardware (software, hardware) methods 
provide protection against threats associated with the process of 
collecting, processing, storage, retrieval, communication 
system among its users [4-5]. 

It should be noted that the level of safety and reliability 
CISS will not only depend on the tools and measures selected 
for data protection and overall security policy but, in our 
opinion, and from an integrated application of these measures 
and methods to implement targeted effect of information 
security. 

In developing CISS developers must firstly define 
information security policy, such as which methods of security 
policies to choose - discretionary or mandatory. The simplest 
method of constructing security policy is discretionary method 
of access to facilities. When using which the current random 
access Agent of subjects (users) to other objects IS (using the 
access matrix). Credentials method of access to facilities using 
tags matching security levels of subjects and objects. Much 
easier to operate cocks term security than large-scale matrix fill 
unstructured access. Therefore, we may suggest a complex 
(critical) in the development of IS security policy to apply a 
combination of the two methods. 

The second, equally important task is the development of 
CISS issues of protection from unauthorized access of IS, 
namely the implementation of identification and authentication 
of users. The identification of users by using methods that use 
some material an intimation (access key - "password" media 
key information - "smart card" measuring biometrics (eye's 
retina, fingerprints, speech recognition, etc.). These methods 
differ a complexity, reliability and cost of implementation. for 
complex (critical) IS appropriate to use methods based on 
measuring biometric characteristics of users as the most 
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reliable and accurate (because the unique parameters person do 
not change over time and are special) and promising 
technology in this area is to analyze the characteristics of 
Human DNA. Because users of IS exchange between a variety 
of documents, they should be sure that the documents are 
genuine. The authenticity of the documents provided by the use 
of electronic signatures, allowing through the use of 
cryptographic techniques (mathematical relationship between 
the document and the secret and public key digital signature) 
firmly establish the authorship and authenticity of the 
document. In this case, each user must have only one secret key 
and a list of public keys of users IS, formed a "security center" 
that is trusted by all users and which provides its control. The 
presence of the user private key, which is interconnected with 
the public key does not allow him to change his number in the 
IS and prevents him an opportunity to make signature to the 
number of another user. 

In the third, some IS (including control systems, military 
systems) should take certain measures to protect against 
leakage through technical channels and counter reconnaissance 
equipment, in order to prevent information leaking confidential 
nature by hiding tell-tale signs, establishing active sources of 
influence on technical channels of information collection and 
so on. 

III.  CONCLUSIONS 

Some aspects on the development of an integrated system 
of information security in the IS allow us to conclude that only 
through a comprehensive approach to the management and use 
of integrated software and hardware protection of information 
and appropriate organizational and technical measures possible 
target implementation of security policy in the IS. This material 
should be developers account when forming a comprehensive 
information security system in various information systems. 
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