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Abstract. The use of ISO / IEC 27000 and ISO Guide 73 
standards as glossaries of terms regarding the information 
security management system is considered. The establishment 
of correlation between terms on the ontological approach is 
shown. Attention is drawn to its applicability to the 
presentation of organizational guidelines and deadlines for 
risk. Against this background, conceptualized knowledge 
about the ontology information security management system, 
taking into account the systematic approach. This system is 
presented as a complete entity with stable structural and 
functional links between its elements. 
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I. INTRODUCTION AND PROBLEM STATEMENT 

Information security management systems are developed 
using the terms and definitions of ISO / IEC 27000 [1]. At 
the same time, this glossary is supplemented by terms on risk 
and risk management in general [2]. Both documents are 
focused on creating a unified approach to defining and 
interpreting the concepts of information security management 
system [1, 2]. 

The relationships between the terms based on the ISO / 
IEC 27k series are determined ontologically. Its use makes it 
possible to establish relationships between security concepts 
and standards, in particular, ISO / IEC 27001. A 
characteristic feature of such relationships is the orientation 
either to the attainment of organizational guidelines or to 
terms regarding risk (asset, vulnerability, threat, risk). 
Recommendations for the practical application of such 
ontologies are given in [3, 4]. 

II. PROBLEM SOLUTION AND RESULTS 

Knowledge about the information security management 
system is conceptualized in a systematic approach. It is 
regarded as a coherent entity consisting of a set of 
structurally and functionally interrelated elements. The 
integrity of the object is ensured by a set of strong links 
between the elements that make up the structure of the 
information security management system. 

The ontology of an information security management system 

is defined by an interconnected and coherent set of three 
components [5, 6]. 
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where O  ontology; X   non-empty finite set of terms 

regarding the information security management system;   
finite set of relations between terms;   finite set of 
interpreting functions defined in terms and/or relationships of 
an ontology. 

If  and , then (1) displays a glossary V  of 
terms according to ISO/IEC 27000, ISO Guide 73 [1, 2, 5, 6] 
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III. CONCLUSIONS 

Therefore, knowledge about the information security 
management system is conceptualized using an ontology with a 
systematic approach. For this purpose, the dictionaries of 
ISO/IEC 27000, ISO Guide 73 and, secondly, the presentation 
of the system as a whole entity with a set of structurally and 
functionally interrelated elements were used. 
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