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Abstract. The use of social engineering as an interaction
between an attacker and an employee is considered. It shows
its focus on receiving sensitive information. This is achieved
by an attacker by studying, engaging, trusting, using employee
trust. To prevent this, psycho-personal qualities, professional
competences of the social engineer and employee are taken
into account, and their interaction is represented by a social
graph. Its tops reflect a social engineer, employee, quality and
compensation; connections — the relationship between them.
This approach will make it impossible to manipulate the
employee’s mind.
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I.  INTRODUCTION AND PROBLEM STATEMENT

The use of social engineering is reduced to the interaction
of the attacker with an employee of the organization. Such
interaction is focused on receiving confidential information and
is implemented in four phases: studying, establishing
interaction, entering into trust, using trust [1-3].

An example of the study of these phases is the social
engineering optimizer. They are used by separating the attacker
(social engineer) and protector (employee of the organization).
Each is initialized by two random decisions. Better among
them is interpreted as an attacker. To achieve this, he adheres
to social engineering methods [4].

However, the consideration remains that during the
interaction, the social engineer manipulates the employee's

consciousness and, as a consequence, gains sensitive
information.
1L PROBLEM SOLUTION AND RESULTS
According to the socio-engineering approach the

vulnerabilities of the employee are interpreted as his
weaknesses, needs, mania (passions), admiration. This leads to
a new model of his behavior, creating favorable conditions for
the implementation of threats to the use of social engineering.
The manifestation of such forms is fraud, deception, scam,
intrigue, hoax, provocation. The social engineer intentionally
influences the employee's mind against will, but with his or her
consent.

Therefore, it is important to take into account their
psychological and personal qualities and professional
competences when interacting.
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In order to take into account the psychological and personal
qualities, professional competencies of the social engineer and
the employee of the organization, it is recommended that their
interaction be represented by a social graph [5, 6].

Social graph represents the interaction of the subject (social
engineer) with the object (employee of the organization) of
socio-engineering influence and the connection between them

G=V.,E),

where G — social graph; }J — set of peaks (e.g., social
engineer, employee, software tool, psychological and personal
qualities, professional competences); £ — set of connections
(e.g., “social engineer — employee”, “social engineer — software
tool”, “employee — software tool”, “employee — qualities”).

II1.

Thus, the use of social engineering is reduced to
manipulating the attacker with the employee's mind against the
will, but with his or her consent. To prevent this, the psycho-
personal qualities, professional competencies of the subject and
the object of such interaction are taken into account by
presenting them with a social graph.

CONCLUSIONS
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