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Abstract. The study developed a  model for providing the second 
factor of authentication into authentication services with centralized 
account databases.This paper focuses on developing a model for 
providing the second factor of authentication into authentication 
services with centralized account databases.The paper describes the 
modeling methods, the modeling method based on PERT networks is 
described in detail. Is described the model of the process of 
integration of the second factor in authentication services with 
centralized account databases on the basis of mathematical 
formalization technology based on PERT, the sequence diagram of 
modules interaction at change password in the external target system 
(authentication service with centralized account database), PERT 
diagram representing time spent for the execution of each module on 
a certain stage. 
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I. INTRODUCTION AND PROBLEM STATEMENT 

Over the past few years, the number of large-scale attacks 
and data breaches has increased significantly, and the need for 
additional layers of security has increased. Research has shown 
that the most popular way to protect your digital accounts is by 
using a password. 

Cybercriminals' tools are constantly improving, and cases 
of data theft by well-known companies are only becoming 
more frequent, so one level of protection may often not be 
enough. The easiest way to create an extra layer of security for 
your accounts is with two-factor authentication. 

Active Directory is a distributed database that contains all 
objects in a domain. Domain environment Active Directory is a 
single point of authentication and authorization of users and 
applications throughout the enterprise [1]. 

Research has shown that Active Directory does not have 
two-factor authentication support. 

Modeling is a cognitive method of creating and exploring 
models. The theory of replacing original objects with a model 
object is called modeling theory. 

The main stages of modeling are: 
 problem statement; 
 model development, analysis, and study of the problem; 
 computer (full-scale, physical) experiment; 
 analysis of simulation results. 
Graph approaches include GERT nets, PERT nets, CPM, 

Petri nets. Each of them has its own advantages and 
disadvantages. 

Thus, the task of developing a model for providing the 
second factor of authentication into authentication services 
with centralized account databases on the basis of the 
technology of mathematical formalization based on the PERT 
network becomes urgent. 

PERT allows for possible fluctuations in the timing of each 
operation and analyzes their impact on the completion of the 
project as a whole. 

Benefits of PERT: 
 provides a graphical display of the project and its main 

activities;   
 allows you to set a range of duration for each type of 

activity; 
 gives the opportunity to obtain information about the 

expected time of completion of the project, provides an 
assessment of the likelihood of completion of the 
project before the specified date;  

 identifies actions that have a spare time and therefore 
their delay will not affect the duration of the project as a 
whole; 

 identifies activities on the critical path that require close 
monitoring, as they affect the total time to complete the 
project [2]. 

II. PROBLEM SOLUTION AND RESULTS 

Let us simulate the processes of interaction between 
modules when performing a password change operation in an 
external target system. 

A general view of the process in the form of a sequence 
diagram of the interaction of modules is shown in Figure 1. 

 

 
Figure 1. Modules iteractions 

 

To obtain data for the formation of a PERT diagram, it is 
necessary to test the operation of each module. 
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Researches have shown that to conduct performance tests 
for applications written in the JAVA language, it is advisable to 
use the Java Microbenchmark Harness (JMH) [3]. 

The requirements for testing the system set during the 
experiment determined the condition for evaluating the 
performance of each module separately using 
Mode.AverageTime. The accuracy of the obtained execution 
time should be presented in milliseconds, based on 1000 
iterations. 

The test results are shown in Figure 3: 
 

 

Figure 2. Test results 
 

Based on the test results, a PERT diagram of the interaction 
of the modules with the obtained values was generated. 

 
 

 
Figure 3. PERT diagram 

  

The presented PERT diagram represents the time taken to 
complete each module at a specific stage. 

III. CONCLUSIONS 

The conducted research of the model showed that time 
expenditures confidently fit into the requirements defined by 
international standards for two-factor authentication procedures 
[4]. 

In the future, it is advisable to carry out comparative 
researches of the developed model for integrating the second 
factor into authentication services with centralized user bases in 
use with other existing models.  
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